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Daily Threat Intelligence Briefing 

 
Today's threat briefing contains live links that connect you to the original source articles. You can see 
the real URL by hovering your mouse over the links and checking that they match the source articles. 
These links were taken straight from the website of the source article. Tyler Technologies has not 
checked these sites or links for security. 
 

News from Tuesday October 21, 2025 
(Reported on Wednesday October 22, 2025) 

Government 
CISA confirms hackers exploited Oracle E-Business Suite SSRF flaw 
Read more at Bleeping Computer 

 
Amazon says AWS cloud service back to normal after outage disrupts businesses worldwide 
Read more at Reuters.com 

Financial Institutions 
NYDFS Issues Guidance on 3rd Party Cybersecurity Risks 
Read more at PYMNTS.com 
 
Russia’s Coldriver Revamps Malware to Evade Detection 
Read more at BankInfoSecurity 
 

Healthcare 
UC San Diego’s Center for Healthcare Cybersecurity Protects Patients and Keeps Hospitals Running 
Read more at UCSanDiegoToday 
 
Massachusetts Hospitals Experiencing Disruption Due to Cyberattack 
Read more at HipaaJournal 

Other 

PolarEdge Targets Cisco, ASUS, QNAP, Synology Routers in Expanding Botnet Campaign 

Read more at TheHackerNews 

Securing AI to Benefit from AI 
Read more at TheHackerNews 

Meta Rolls Out New Tools to Protect WhatsApp and Messenger Users from Scams 
Read more at TheHackerNews 

https://www.bleepingcomputer.com/news/security/cisa-confirms-hackers-exploited-oracle-e-business-suite-ssrf-flaw/
https://www.reuters.com/business/retail-consumer/amazons-cloud-unit-reports-outage-several-websites-down-2025-10-20/
https://www.pymnts.com/cybersecurity/2025/nydfs-issues-guidance-on-3rd-party-cybersecurity-risks/
https://www.bankinfosecurity.com/russias-coldriver-revamps-malware-to-evade-detection-a-29776
https://today.ucsd.edu/story/uc-san-diegos-center-for-healthcare-cybersecurity-protects-patients-and-keeps-hospitals-running
https://www.hipaajournal.com/heywood-athol-hospitals-cyberattack/
https://thehackernews.com/2025/10/polaredge-targets-cisco-asus-qnap.html
https://thehackernews.com/2025/10/securing-ai-to-benefit-from-ai.html
https://thehackernews.com/2025/10/meta-rolls-out-new-tools-to-protect.html
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News from Tuesday October 21, 2025 
(Reported on Wednesday October 22, 2025) 

Securing AI to Benefit from AI 
Read more at TheHackerNews 

What time is it? Accuracy of pool.ntp.org., (Tue, Oct 21st) 
Read more at SANS 

Hackers Used Snappybee Malware and Citrix Flaw to Breach European Telecom Network 
Read more at TheHackerNews 

‘PassiveNeuron’ Cyber Spies Target Orgs With Custom Malware 
Read more at DarkReading 

Email Bombs Exploit Lax Authentication in Zendesk 
Read more at Kerbsonsecurity 

 

 

https://thehackernews.com/2025/10/securing-ai-to-benefit-from-ai.html
https://isc.sans.edu/diary/rss/32390
https://thehackernews.com/2025/10/hackers-used-snappybee-malware-and.html
https://www.darkreading.com/cyberattacks-data-breaches/-passiveneuron-cyber-spies-target-industrial-financial-orgs
https://krebsonsecurity.com/2025/10/email-bombs-exploit-lax-authentication-in-zendesk/

